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Summary
Objectives: Patient portals are increasingly implemented to 
improve patient involvement and engagement. We here seek to 
provide an overview of ways to mitigate existing concerns that these 
technologies increase inequity and bias and do not reach those who 
could benefit most from them. 
Methods: Based on the current literature, we review the limitations 
of existing evaluations of patient portals in relation to addressing 
health equity, literacy and bias; outline challenges evaluators face 
when conducting such evaluations; and suggest methodological 
approaches that may address existing shortcomings. 
Results: Various stakeholder needs should be addressed before 
deploying patient portals, involving vulnerable groups in user-

1   Introduction
International strategies increasingly focus 
on deploying health information technology 
(HIT) aiming to improve the quality, safety 
and efficiency of care [1]. This trend has 
been reinforced by the recent COVID-19 
pandemic, which has accelerated uptake of 
digital tools across care settings and promot-

centred design, and studying unanticipated consequences and 
impacts of information systems in use over time. 
Conclusions: Formative approaches to evaluation can help to 
address existing shortcomings and facilitate the development and 
implementation of patient portals in an equitable way thereby 
promoting the creation of resilient health systems.
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ed acceptability among patients [2]. Remote 
access and monitoring tools designed to 
facilitate patient involvement in and access 
to care in particular are increasingly popular 
amongst policy makers and service providers. 
These include, amongst others, telehealth 
applications and patient portals. Patient 
portals are applications that allow patients to 
access information in their electronic health 

records (such as test results) and/or to request 
services (such as an appointment) (Box 1) 
[3]. They may be mandatory for all users 
or optional, the latter giving clinicians and 
patients the opportunity to assess a patient’s 
suitability for portal access before use. An-
ticipated benefits include improved quality 
and safety, improved patient experience, 
increased empowerment and engagement of 
patients, and reduced costs [4-6].

However, despite these significant poten-
tial benefits, existing empirical work fails to 
show consistent evidence of the effectiveness 
of patient portals, in particular in high quali-
ty randomised controlled trials (RCTs). For 
example, a recent review found little or no 
effect on patient empowerment and health 
outcomes[14]. In addition, there is a lack of 
patient and clinician pull to drive the adop-
tion of patient portals [15-18], with reasons 
for non-use including a lack of perceived 
benefits [19-20], issues with access (e.g. 
Wi-Fi, log-ins) [21-23], concerns relating to 
privacy and security (including cyber risks) 
[24], and issues with usability[19].
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Box 1   Definition of key terms.

There are also challenges surrounding 
health equity, health literacy and bias 
(Box 1) associated with the deployment 
of patient portals. Frequently, citizens who 
could benefit most from using them fail to 
adopt patient portals [6, 25-27]. There are 
further significant variations across coun-
tries in relation to health equity, with some 
promoting system-level interventions to 
address the issue [28, 29]. Indeed, existing 
systems may inadvertently reinforce health 
inequity [30]. It has been suggested that 
better approaches to evaluation may help 
to promote equitable use and facilitate the 
realisation of potential benefits across user 
groups [31].

We here aim to discuss why existing 
evaluation approaches surrounding patient 
portals fail to address issues surrounding 
equity, literacy, and bias; the challenges 
existing evaluations of patient portals face 
in incorporating these issues; and how 
approaches may be reconceptualised going 

bias excluding different or disadvantaged 
participants, amongst which portal usage 
is generally low [35]. For example, a 
recent review studying interventions to 
reach vulnerable populations found that 
most existing studies exclude non-English 
speakers (in countries where English is the 
principal language) [36]. Barriers to access 
to healthcare based on language barriers 
have also been found in other settings 
[37]. Vulnerable populations include older 
adults, those with low health and com-
puter literacy, people from low-income, 
high-deprivation and rural areas, people 
with chronic illness and disabilities, and 
ethnic minorities [36, 38, 39].

Secondly, control over health informa-
tion and improved communication with 
healthcare providers are key perceived ben-
efits of patient portals [20], but realisation 
of these benefits requires two key modern 
skill sets: digital literacy and health literacy 
(Box 1). Low levels of these skills are gen-
erally associated with non-adoption of HIT, 
including patient portals [40, 41]. It has also 
been found that ethnic minority patients are 
less likely to correct errors in their records, 
so even if patients adopt a portal, they are 
still less likely to benefit [42]. There is some 
evidence that technical training and help, as 
well as improved portal usability reducing 
written text, can facilitate use in vulnerable 
populations but empirical work in this area 
is limited [36, 43].

However, as existing patient portals are 
designed for literate and motivated users, 
there is generally a lack of meaningful 
involvement of disadvantaged users in 
system design [35]. This may partly be due 
to system developers not prioritising equity 
considerations early in the development 
process. Their primary concern tends to be 
making the system work in a context known 
to them before tailoring it to other contexts 
of use and various user needs [34, 35].

Existing evaluations further pay insuf-
ficient attention to contextual factors and 
socio-organisational processes surround-
ing the implementation and adoption of 
patient portals. They are often superficial, 
focusing on quantifiable outputs such as 
rates of use (e.g., counting the number of 
log-ins). Such approaches are unlikely to 
identify issues with health disparities and 

Patient portal: A type of Personal Health Record (PHR) interface that gives patients access to 
their health information [7]. Patient portals can be provider-specific (e.g., primary care, hospi-
tal) or span a variety of health providers through a regional or national provision. They vary in 
functionality on a spectrum from electronic health record (EHR) access alone to EHR access 
with additional functionalities including:

 Access to the full record;
 Access to the patient summary and/or an emergency record;
 Access to transactional functions (e.g. appointment booking);
 Online consultation and/or triage;
 Self-reporting of vital signs and/or recording of progress against a shared treatment or 

lifestyle plan.

Health equity: Striving for health equity involves seeking to address existing structural and 
social barriers to achieving health so that no group of people is disadvantaged in relation to 
their health [8].

Health literacy is a relatively new concept that is evolving. Individual health literacy involves 
the ability of individuals to understand and communicate health-related information [9].

Digital literacy is the ability to use information technology effectively to access, interpret, and 
process information [10].

Bias in healthcare involves certain groups being at a disadvantage when compared to other groups. 
Bias can contribute to health inequity and can exist at different levels including individual, societal 
groups, teams/organisations, and health systems. The literature distinguishes between explicit 
and implicit/unconscious bias [11].

Health system resilience is the capacity of a health system and actors within it to cope with crisis [12].

Digital divide refers to the gap between those who are excluded and those who are able to benefit 
from technology [13].

forward to address identified gaps. In doing 
so, we provide an explorative literature 
review building on recent developments in 
evidence-based health informatics [32].

2   How Evaluations of 
Patient Portals Address 
Issues Surrounding Equity, 
Literacy, and Bias
The following paragraphs will discuss why 
and how existing evaluations of patient 
portals fail to pay sufficient attention to 
issues surrounding equity, literacy, and 
bias. Firstly, existing work tends to study 
populations that are already using systems 
and are generally considered the “wor-
ried well” [33], thereby excluding those 
that are not using or cannot use patient 
portals [34]. This results in a selection 
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ways to address them [44]. Where work 
explores social contexts, these tend to fo-
cus on individual behavioural dimensions 
of use, usability of the technology, and 
organisational components surrounding 
adoption (e.g., perceived facilitators and 
barriers). Other factors, such as existing 
information infrastructures, regulations, 
political strategies and wider societal 
contexts are often neglected [45, 46]. In 
addition, too often those with particular 
circumstances are considered “hard to 
reach” or “disadvantaged” - terms labelling 
a user group negatively as an outlier. An 
equity-led approach would specifically tar-
get these particular needs and seek to fulfil 
them. When viewed through a health equity 
and bias lens, new mind-sets are crucial 
in shaping the experiences of so-called 
disadvantaged groups, whose legitimate 
requirements may be viewed negatively by 
providers and vendors.

Lastly, existing work pays insufficient 
attention to the fact that benefits of HIT 
occur over substantial timeframes (in 
some instances decades). Longitudinal 
dimensions are often missing in current 
studies, which mainly consist of retrospec-
tive judgements of success of portals. This 
insufficient length in follow-up may partly 
explain the lack of evidence surrounding 
health outcomes. For instance, follow-up 
periods of studies included in a recent re-
view of the effectiveness of patient portals 
ranged between three months to two years 
[14]. Where longitudinal studies over 
substantial timeframes (10 years or more) 
exist, these show positive impacts on health 
outcomes [47].

3   Difficulties Associated 
with Addressing Issues 
Surrounding Equity, Literacy, 
and Bias in Evaluations of 
Patient Portals
Having discussed shortcomings of exist-
ing evaluations, it is important to keep in 
mind that evaluation of complex HIT is a 
challenging field, especially when viewed 

in the context of equity, literacy and bias. 
Evaluators have to navigate complexities 
that are often characterised by a number of 
trade-offs. We will discuss some of these 
in the following paragraphs.

Most importantly, patient portals tend 
to be implemented in settings that are 
already relatively digitally advanced and 
have populations with high sociodemo-
graphic status. Disadvantaged users may 
not be visible in these settings and are by 
definition hard to reach. It is therefore 
challenging to involve them in research 
to assess their needs and in design-related 
activities [30].

On the other end of the spectrum, even 
the disadvantaged user population is 
distributed, including various viewpoints 
and agendas. This population does not 
only include one disadvantaged group but 
many. Such a diverse nature of the dis-
advantaged population poses a dilemma 
of deciding whose needs get researched 
and prioritised and why. Diversity of 
user groups also poses challenges for 
software development as good usability 
for one group may have implications for 
the perceived usability of another group. 
This usability dilemma is exemplified in 
the notion of “generification”, where a 
technology needs to be generic enough to 
satisfy a range of needs without being too 
specific, as this will compromise trans-
ferability to other contexts and threaten 
interoperability [48].

Similar tensions emerge when con-
sidering contexts of deployment and 
adoption. Contexts vary in relation to 
existing levels of health literacy and in-
clusion, and also existing technological, 
social, organisational, and environmental 
infrastructures. As a result, what works 
in one context may not necessarily work 
in another at any point in time. This also 
means that systems impacts are extremely 
difficult to anticipate with many emerging 
unanticipated benef its and disbenef its 
unfolding only when systems are used in 
real-world settings. Although a contextual 
assessment can help to inform transfer-
ability to other settings to some extent 
[49], evaluators face the challenge of 
identifying which factors are transferable 
across settings [50].

4   New Formative 
Evaluation Paradigms 
to Better Address Equity, 
Literacy, and Bias when 
Researching Patient Portals
Having outlined the shortcomings of exist-
ing approaches and the broader challenges 
facing the field, we will now discuss evalu-
ation approaches that we believe can help to 
address considerations surrounding equity, 
literacy, and bias in researching patient por-
tals. Key here is to embed health equity con-
siderations at every stage of the technology 
lifecycle [43], ideally performing equity 
assessments as early as possible in the pro-
cess of planning a digital intervention [51]. 
We will begin with needs assessment and 
co-design approaches, and move to discuss 
formative methods to study systems in use.

Formative evaluation methods focus on 
the question of how a technology can be 
made to work and how to maximize its ben-
efits (as opposed to summative evaluations 
that make a judgement after the implementa-
tion on whether a technology was successful 
or not) [52]. In HIT research, formative work 
focuses on improving the development and 
implementation process.

4.1   Assessing Stakeholder Needs 
that a Technology Should Address 
Before Deployment
Many innovations in healthcare settings fail 
because they do not address an identified 
need [53]. This can be mitigated by stra-
tegically targeting those who could benefit 
most from a certain technology during de-
velopment and implementation planning. In 
relation to patient portals, these may include, 
for instance, patients with high numbers 
of comorbidities, older demographics, and 
people with chronic conditions. In doing so, 
the current focus of portal designers needs to 
shift from generic uses towards mapping the 
needs of the most vulnerable users as a full 
spectrum of use cases [34]. Changes may be 
relatively simple, including for example, ad-
dressing language and accessibility needs by 
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making tools available in different languages 
and by providing audio-visual formats as 
alternatives to written text [54].

However, it is also important to align 
value propositions across stakeholder groups 
[55]. Patient portals have to meet many (in 
some instances competing) value demands 
(i.e., the kind of value they are expected to 
bring). If there is a mismatch between value 
propositions, a system is less likely to be ad-
opted and scaled. For example, in the USA, 
patient portal implementation was not driven 
by clinical or patient need but by meaningful 
use incentives (payments healthcare settings 
received if they could demonstrate meaning-
ful use of HIT), leading to such a mismatch, 
and consequently issues with adoption [56].

4.2   Co-Design of Patient Portals 
Involving Vulnerable Groups
Despite the challenges of involving vulner-
able groups in portal design, a user-centred 
design approach is crucial to improve health 
equity and reduce bias. Several frameworks 
and design approaches have been proposed 
to address the digital divide and improve 
health literacy. These include principles of 
inclusive and participatory design, and ways 
to improve system usability and accessibility 
(e.g., navigation, language, use of visuals, 
limiting text) [57, 58]. Effective processes to 
approach co-design include observing dis-
advantaged users and their interactions with 
systems, and partnering with system vendors 
to create effective user interfaces [30, 59]. 
There may also be scope to draw on the 
concept of “personas”, a notion commonly 
used in software engineering to explore key 
user needs and tailor information system 
features accordingly [60]. These personas 
need to include types of disadvantaged users 
who could benefit most from using portals. 

4.3   Studying Unanticipated 
Consequences and Impacts of 
System in Use Over Time
Benefits of complex HIT systems such as 
patient portals not only take a long time to 
materialise but also emerge in unanticipated 
ways and in unanticipated places once the 

system is used within individual adoption 
contexts [61]. Amongst these are the ob-
served adverse impacts of patient portals on 
health equity [62, 63]. Whilst portals may 
benefit some user groups, they might simul-
taneously increase health disparities in other 
groups [64]. Some studies have also found 
potential adverse impacts on patient-provider 
relationships [63].

Evaluation designs need to account for 
these complexities. This can be achieved by 
incorporating longitudinal dimensions, trac-
ing changes and consequences for a variety 
of stakeholders over long periods of time and 
by including formative elements, thereby 
allowing emerging negative consequences to 
be mitigated and emerging positive impacts 
to be measured [65, 66]. There are various 
examples of formative evaluations shaping 
patient portal development and implemen-
tation in the literature [59], and these have 
been found to help reduce bias in systems 
associated with health inequity [58].

4.4   Studying Technological and 
Human Contexts in which the 
Portal Is Placed
As discussed above, contextual factors need 
to be considered in HIT adoption and evalua-
tion. These include socio-organisational and 
technological dimensions, which are often 
interrelated [67]. Social dimensions involve 
individual people involved in implementing 
and adopting HIT and their needs. For ex-
ample, existing portals often do not offer 
features in languages other than the native 
language and are not accessible for visually 
impaired users, which means that the needs 
of vulnerable users are often not met [43]. 
Other social factors include organisations 
implementing systems and their existing 
cultures, systems and processes. With regard 
to patient portals, studies have for example 
found that clinicians are concerned that 
patient portals create more work. They are 
therefore often hesitant to actively engage 
patients around using these technologies 
[63]. Macro environmental factors include 
standards, funding, legislation, incentives, 
political, and economic factors [68]. There 
are currently no standards enforcing us-
ability or accessibility of patient portals, 

potentially hampering inclusive design [43]. 
This is despite some existing evidence that 
policies that mandate offering portal access 
to vulnerable groups can increase uptake and 
use [69]. It has also been argued that policy 
and governance contexts surrounding portals 
may reinforce health inequity [70].

In relation to technological dimensions, 
evaluators need to consider integration of 
the patient portal with existing information 
infrastructures and systems already used 
by patients (including integration with data 
already collected). For example, read-only 
portals are easier to integrate with existing 
systems as they do not require the creation of 
interfaces. As systems become more complex 
and as data is exchanged with other systems, 
there are increasing challenges surrounding 
integration with existing technological infor-
mation infrastructures [71]. More sophisticat-
ed applications of the future are also likely 
to require increasing levels of health literacy 
and increased processing power of devices. 
This is however, especially problematic in 
disadvantaged groups who often struggle with 
access to Wi-Fi and smartphones [72]. Other 
types of digital exclusion include: people 
living in rural areas with less access to, and 
slower, internet infrastructure; older people 
who are less likely to own smartphones or 
have internet access; and differences between 
lower socio-demographic groups in levels of 
internet access [73].

In order to promote transferability of 
insights between settings, evaluators need 
to draw and build on existing theoretical 
models surrounding the implementation, 
adoption and optimisation of systems [50, 
74]. We have discussed some of these that 
are relevant to health inequity in the para-
graphs above. 

The more complex sociotechnical sys-
tems become, the more important it is for 
research to consider the role of context 
and the risk of technologies reinforcing 
digital inequity and exclusion [75, 76]. For 
example, a recent development in relation 
to patient portals is Personal Online Data 
Stores (PODS), which attempt to overcome 
the interoperability challenge by making the 
patient the point of integration. This brings 
significant opportunities but may also carry 
significant risks as it may increase health and 
other inequity (see Box 2).
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Box 2   SOLID (SOcial LInked Data).

5   Conclusion
Patient portals are increasingly implemented 
but, whilst there are many opportunities, 
current designs and implementations may 
reinforce health inequity and compro-
mise health equity. Whilst portals provide 
increased access and opportunities for 
engagement for some patient populations, 
they also create new barriers for vulnerable 
groups who may benefit most from them. 
An ongoing challenge is finding a balance 
between creating comprehensive and com-
plex systems that can be transferred between 
settings and satisfying the demands of many 
different stakeholder groups.

Existing approaches to evaluation do 
not sufficiently address issues surrounding 
equity, literacy, and bias as they do not ef-
fectively engage disadvantaged populations 
in research and design activities. They also 
do not pay sufficient attention to contextual 
factors and existing theoretical frameworks. 
There is therefore a need for developing 
frameworks for co-design to create systems 
that are easily accessible for those with low 
levels of digital and health literacy.

Formative evaluation approaches have 
significant potential to help tailor func-
tionalities to the needs of those who could 
benefit most and track unintended positive 
and negative consequences (Box 3). Future 
functionalities may involve increasing in-

real world use cases including anonymised 
records or composites at the design stage, or 
developing portals as innovation platforms 
for patient-led innovative uses [77]. 

Such new reconceptualised evaluation 
approaches can help to facilitate the creation 
of a resilient health system serving the cur-
rent and emerging needs of those within it.

SOLID (SOcial LInked Data) is an example 
of a decentralised patient-oriented archi-
tecture developed by Sir Tim Berners-Lee, 
the inventor of the World Wide Web, and 
released by his start-up Inrupt. The aim of 
SOLID is to create personal online data 
stores (PODS) for data, changing the way 
all personal data is held and processed. This 
will allow individuals to hold and share their 
own health and care data, and grant access 
to particular parts of their data to relevant 
health and care professionals in private and 
public organisations for various purposes. 
It also allows for integration with apps and 
wearables.

teractions between healthcare professionals 
and patients, reducing barriers to access, and 
promoting specialist tailored resources for 
those who need it most. This could involve 
reconceptualising how portals are used, 
including for example new emerging roles 
such as patient facilitators for those with low 
levels of digital and health literacy, the use of 

Box 3   Formative HIT evaluation features addressing health equity, literacy and bias.

Assessing various stakeholder needs that patient portals need to address before deployment
 Mapping the needs of vulnerable groups before system development
 Aligning value propositions across stakeholder groups

Involving vulnerable groups in user-centred design
 Co-design to address the digital divide and improve health literacy

Studying unanticipated consequences and impacts of systems in use over time
 Longitudinal components tracking adverse impacts on health equity

Studying technological and human contexts in which the portal is placed
 Paying attention to technological, socio-organisational, and macro-environmental dimensions
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